7. Privacy

7.1

7.2

7.3

New section, ‘7. Privacy’, added at a convenient place for renumbering the least

number of paragraphs which have cross references.

Personal Information

Personal information held by the NZCF shall not be sold or given to a third party for any
purpose except that the Secretary may, when requested, confirm whether a person is
financial member of the NZCF and that the outcomes of disciplinary processes may be
shared with other registries. Members may request a copy of their details and this must be
done in writing to the NZCF Privacy Officer. Members may also request that incorrect
information is corrected in the same manner.

This was previously para 1.5 under a heading ‘Privacy’. Changed the heading to
‘Personal Information’ since this seems to be what it covers.

Privacy Breach Response Policy

The content of the new policy has been formatted in line with usual governance

document rules, mostly:
numbering paras not headings, and

making subparas either sentences (commas plus ‘and’ or ‘or) or lists (intro
para is a sentence).

‘The’ added before NZCF where referring to the organisation, in line with usual
practice.

Spelling corrections not marked, but all other changes have been underlined and,
where other than those just mentioned, explained.

Purpose

The NZCF is committed to protecting the privacy of all individuals whose personal
information it collects, holds, uses and discloses.

Replaced ‘New Zealand Cat Fancy (NZCF)" with just ‘NZCF’ as this is now well into
the document.

This policy establishes procedures for identifying, managing, reporting and responding to
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7.5

7.6

7.7

7.8

actual or suspected privacy breaches in accordance with the Privacy Act 2020.

Scope

This policy applies to:

a.

b.

Executive Council members,

office holders,

committee members,

club officials acting on behalf of the NZCF,
judges,

volunteers,

contractors, and

any person authorised to access NZCF information.

‘Office holders’ is not the terminology general used in NZCF documents — we use

officers (elected EC members) and officials (appointed positions).

Suggestion: Change ‘office holders’ to ‘officials’.

It applies to all personal information held by the NZCF in electronic, paper or verbal form.

Legislative Framework

This policy is based upon:

a.
b.

C.

Privacy Act 2020,
Information Privacy Principles (IPPs), and

any applicable regulations issued under the Privacy Act.

Definition of a Privacy Breach

A privacy breach occurs when personal information is:

a.

b.

lost,

accessed by an unauthorised person,

disclosed to someone who should not receive it,
altered without authority,

destroyed unintentionally, or

used for an unauthorised purpose.

Examples include the following:

a.

b.

Membership lists emailed to the wrong recipient.

Judge reports containing personal information being publicly shared.
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C. Lost USB drives containing member information.

d. Theft of a laptop containing NZCF records.

e. Publishing personal contact details without consent.
f. Unauthorised access to membership databases.
Responsibilities

Executive Council

The Executive Council is responsible for ensuring:

a. appropriate privacy policies exist,

b. privacy breaches are managed promptly,

C. legal reporting obligations are met,

d. improvements are implemented following incidents.

NZCF Privacy Officer (Privacy Contact)

The Executive-appointed Privacy Officer, shall:

Suggestion: Change to ‘Executive Council appointed’ in line with general usage.

‘Shall’, ‘must’, and ‘will” are all used in this policy. Generally, we’ve been moving
to ‘must’ as a word in common use (‘shall’ being rarer these days) and
unequivocal.

Suggestion: Change all instances of ‘shall” and ‘will’ to ‘must’ for clarity and
consistency.

a. coordinate breach responses,
b. maintain the Privacy Breach Register,
C. assess whether notification is required (this may be done in conjunction with the

NZCF lawyer), and

d. liaise with the Office of the Privacy Commissioner where necessary.

All Officers and Volunteers

Every person handling NZCF information must:

a. protect personal information,
b. report suspected breaches immediately,
C. cooperate with investigations,

d. follow this policy.
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Reporting a Privacy Breach

Any suspected or confirmed privacy breach must be reported immediately to the NZCF
Privacy Officer.

Reports should include where possible:

a. date and time,

b. nature of the breach,

C. information affected,

d. individuals involved,

e. how the breach occurred, and
f. immediate actions taken.

Immediate Response

Upon becoming aware of a breach, the NZCF will:

Suggestion: Change ‘will’ to ‘must’.

a. contain the breach,

b. recover information where possible,
C. prevent further unauthorised access,
d. preserve evidence, and

e. notify relevant Executive members.

Suggestion: Change to ‘Executive Council members’ in line with general usage.

Examples of containment include the following:

a. Recovering emails.

b. Disabling user accounts.

C. Changing passwords.

d. Removing documents from public access.

Risk Assessment
The NZCF Privacy Officer shall assess:

Policy previously used ‘the NZCF Privacy Officer’.

a. the type of information involved,

b. the sensitivity of the information,
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C. the number of individuals affected,

d. whether the information is protected,
e. whether the information has been viewed or copied, and
f. the likelihood of harm.

Potential harms include:

a. identity theft,

b. financial loss,

C. reputational damage,
d. emotional distress,

e. safety risks, and

f. unwanted contact.

Notifiable Privacy Breaches

Under the Privacy Act 2020, the NZCF must notify the Privacy Commissioner as soon as
practicable if a breach has caused, or is likely to cause, serious harm.

Where required, the NZCF will also notify affected individuals unless an exception under
the Privacy Act applies.

Notification should include:

a. description of the breach,

b. information affected,

C. steps already taken,

d. recommended actions individuals should take, and
e. contact details for the NZCF.

Investigation

Following containment, the NZCF shall investigate:

a. root cause,

b. systems involved,

C. policies followed,

d. human error or system failure,

e. whether additional training is required, and
f. measures to prevent recurrence.

Privacy Breach Register

The NZCF shall maintain a confidential Privacy Breach Register recording:



a. date reported,

b. nature of breach,

C. information involved,
d. risk assessment,

e. notifications made,

f. corrective actions, and
g. date closed.

7.23 The register shall be retained securely.

Confidentiality
7.24 Information relating to privacy breaches shall only be disclosed to persons who require it
for:
a. investigation,
b. legal compliance,
C. risk management, or
d. governance.

Unusually I've added ‘or’ rather than ‘and’, but it’s because different people may
carry out the listed tasks.

Training

7.25 The NZCF will encourage officers and officials who handle personal information to:

The word ‘encourage’ seems a bit light-weight to me and the para doesn’t
mention a requirement to provide training, despite the title.

‘Will” could be ‘must’.

Suggestion: The NZCF must provide training so that officers and officials who
handle personal information are able to:

a. understand Privacy Act obligations,

b. follow secure information handling practices,
C. recognise potential privacy breaches, and

d. report concerns promptly.

Review Following a Breach

7.26 Following any significant breach, the Executive Council shall consider:
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‘Shall’ could be ‘must’.

a. policy improvements,
b. security improvements,
C. technology changes,

d. training needs, and

e. changes to procedures.

Related Policies
This policy should be read together with the:

a. NZCF Privacy Policy,
b. NZCF Members and Breeders Code of Conduct, and
C. NZCF Disputes and Discipline Policy.

Not mentioned in the list (because it's not completed) but there is a draft Cyber
Security Policy which might be added.

Non-Compliance

Failure to comply with this policy may result in:

a. removal of access to NZCF information,

b. disciplinary action under NZCF rules,

C. referral to the Executive Council, and

d. reporting to the Privacy Commissioner where required by law.

Policy Review

This policy shall be reviewed:

a. every three years,

b. following any significant privacy breach,

C. following amendments to the Privacy Act 2020, and
d. whenever directed by the Executive Council.

Privacy Breach Response Flow

A privacy breach response checklist is as follows:

Added an introductory para to allow for reference and amendment in line with
usual practice. Have used ‘checklist but other terms could be used.




a. Become aware of a breach.

b. Contain the breach immediately.

C. Report to the NZCF Secretary/Privacy Officer.

d. Assess risk and likelihood of serious harm.

e. Notify the Privacy Commissioner if serious harm occurs.
a. Notify affected individuals if appropriate.

f. Investigate the cause.

g. Record the incident in the Privacy Breach Register.

h. Implement corrective actions.

i. Review and improve policies and procedures.

Following two sections renumbered.
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